IN THE UNITED STATES ARMY 
FIRST JUDICIAL CIRCUIT 


UNITED STATES ) 

) 

v. ) 

) 


DEFENSE REQUESTED 
INSTRUCTION: 

SPECIFICATIONS 2, 3, 5, 7, 9, 10, 
11 AND 15 OF CHARGE II 



DATED: 22 June 2012 


1. The defense requests the following instructions to be given to the panel regarding 
Specifications 2, 3, 5, 7, 9, 10, 11 and 15 of Charge II: 

Court Instructions 

In Specifications 2, 3, 5, 7, 9, 10, 11 and 15 of Charge II, the accused is charged with the offense 
of Espionage, a violation of 18 U.S.C. Section 793(e). To find the accused guilty of this offense 
with regards to Specification 2, you must be convinced by legal and competent evidence beyond 
a reasonable doubt of the following five (5) elements: 

(1) That the accused did, at or near Contingency Operating Station Hammer, Iraq, between on or 
about 15 February 2010 and on or about 5 April 2010, have unauthorized possession of (or 
control over or access to) information; 

(2) That the information was relating to the national defense, to wit: a video file named "12 JUL 
07 CA ENGAGEMENT ZONE 30 GC Anyone.avi"; 

(3) That the accused knew or had a reason to believe that the named video could be used to the 
injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated (or delivered or transmitted or caused to be 
communicated, delivered or transmitted or attempted to communicate, deliver or transmit) the 
named video to [a person or entity], who was not entitled to receive it; and 

(5) That, under the circumstances, the conduct of the accused was to the prejudice of good order 
and discipline in the armed forces and was of a nature to bring discredit upon the armed forces. 


Authority : 18 U.S.C. § 793(e). Ninth Circuit: United States v. Lee, 589 F.2d 980 (9th Cir. 
1979); Military Judges Benchbook, DA Pam 27-9. 
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Similarly, to find the accused guilty of this offense with regards to Specification 3, you must be 
convinced by legal and competent evidence beyond a reasonable doubt of the following five (5) 
elements: 

(1) That the accused did, at or near Contingency Operating Station Hammer, Iraq, between on or 
about 22 March 2010 and on or about 26 March 2010, have unauthorized possession of (or 
control over or access to) information; 

(2) That the information was relating to the national defense, to wit: more than one classified 
memorandum produced by a United States government intelligence agency; 

(3) That the accused knew or had a reason to believe that the named memoranda could be used 
to the injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated (or delivered or transmitted or caused to be 
communicated, delivered or transmitted or attempted to communicate, deliver or transmit) the 
named memoranda to [a person or entity], who was not entitled to receive it; and 

(5) That, under the circumstances, the conduct of the accused was to the prejudice of good order 
and discipline in the armed forces and was of a nature to bring discredit upon the armed forces. 

Authority : 18 U.S.C. § 793(e). Ninth Circuit: United States v. Lee, 589 F.2d 980 (9th Cir. 
1979); Military Judges Benchbook, DA Pam 27-9. 

Similarly, to find the accused guilty of this offense with regards to Specification 5, you must be 
convinced by legal and competent evidence beyond a reasonable doubt of the following five (5) 
elements: 

(1) That the accused did, at or near Contingency Operating Station Hammer, Iraq, between on or 
about 31 December 2009 and on or about 9 February 2010, have unauthorized possession of (or 
control over or access to) information; 

(2) That the information was relating to the national defense, to wit: more than twenty classified 
records from the Combined Information Data Network Exchange Iraq database; 

(3) That the accused knew or had a reason to believe that the named information could be used 
to the injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated (or delivered or transmitted or caused to be 
communicated, delivered or transmitted or attempted to communicate, deliver or transmit) the 
named information to [a person or entity], who was not entitled to receive it; and 

(5) That, under the circumstances, the conduct of the accused was to the prejudice of good order 
and discipline in the armed forces and was of a nature to bring discredit upon the armed forces. 
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Authority : 18 U.S.C. § 793(e). Ninth Circuit: United States v. Lee, 589 F.2d 980 (9th Cir. 
1979); Military Judges Benchbook, DA Pam 27-9. 


Similarly, to find the accused guilty of this offense with regards to Specification 7, you must be 
convinced by legal and competent evidence beyond a reasonable doubt of the following five (5) 
elements: 

(1) That the accused did, at or near Contingency Operating Station Hammer, Iraq, between on or 
about 31 December 2009 and on or about 9 February 2010, have unauthorized possession of (or 
control over or access to) information; 

(2) That the information was relating to the national defense, to wit: more than twenty classified 
records from the Combined Information Data Network Exchange Afghanistan database; 

(3) That the accused knew or had a reason to believe that the named information could be used 
to the injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated (or delivered or transmitted or caused to be 
communicated, delivered or transmitted or attempted to communicate, deliver or transmit) the 
named information to [a person or entity], who was not entitled to receive it; and 

(5) That, under the circumstances, the conduct of the accused was to the prejudice of good order 
and discipline in the armed forces and was of a nature to bring discredit upon the armed forces. 

Authority : 18 U.S.C. § 793(e). Ninth Circuit: United States v. Lee, 589 F.2d 980 (9th Cir. 
1979); Military Judges Benchbook, DA Pam 27-9. 

Similarly, to find the accused guilty of this offense with regards to Specification 9, you must be 
convinced by legal and competent evidence beyond a reasonable doubt of the following five (5) 
elements: 

(1) That the accused did, at or near Contingency Operating Station Hammer, Iraq, between on or 
about 8 March 2010 and on or about 27 May 2010, have unauthorized possession of (or control 
over or access to) information; 

(2) That the information was relating to the national defense, to wit: more than three classified 
records from a United States Southern Command database; 

(3) That the accused knew or had a reason to believe that the named information could be used 
to the injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated (or delivered or transmitted or caused to be 
communicated, delivered or transmitted or attempted to communicate, deliver or transmit) the 
named information to [a person or entity], who was not entitled to receive it; and 
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(5) That, under the circumstances, the conduct of the accused was to the prejudice of good order 
and discipline in the armed forces and was of a nature to bring discredit upon the armed forces. 

Authority : 18 U.S.C. § 793(e). Ninth Circuit: United States v. Lee, 589 F.2d 980 (9th Cir. 
1979); Military Judges Benchbook, DA Pam 27-9. 

Similarly, to find the accused guilty of this offense with regards to Specification 10, you must be 
convinced by legal and competent evidence beyond a reasonable doubt of the following five (5) 
elements: 

(1) That the accused did, at or near Contingency Operating Station Hammer, Iraq, between on or 
about 1 1 April 2010 and on or about 27 May 2010, have unauthorized possession of (or control 
over or access to) information; 

(2) That the information was relating to the national defense, to wit: more than five classified 
records relating to a military operation in Farah Province, Afghanistan occurring on or about 4 
May 2009; 

(3) That the accused knew or had a reason to believe that the named information could be used 
to the injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated (or delivered or transmitted or caused to be 
communicated, delivered or transmitted or attempted to communicate, deliver or transmit) the 
named information to [a person or entity], who was not entitled to receive it; and 

(5) That, under the circumstances, the conduct of the accused was to the prejudice of good order 
and discipline in the armed forces and was of a nature to bring discredit upon the armed forces. 

Authority : 18 U.S.C. § 793(e). Ninth Circuit: United States v. Lee, 589 F.2d 980 (9th Cir. 
1979); Military Judges Benchbook, DA Pam 27-9. 

Similarly, to find the accused guilty of this offense with regards to Specification 11, you must be 
convinced by legal and competent evidence beyond a reasonable doubt of the following five (5) 
elements: 

(1) That the accused did, at or near Contingency Operating Station Hammer, Iraq, between on or 
about 1 November 2009 and on or about 8 January 2010, have unauthorized possession of (or 
control over or access to) information; 

(2) That the information was relating to the national defense, to wit: a file named "BE22 
PAX.zip" containing a video named "BE22 PAX.wmv"; 
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(3) That the accused knew or had a reason to believe that the named information could be used 
to the injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated (or delivered or transmitted or caused to be 
communicated, delivered or transmitted or attempted to communicate, deliver or transmit) the 
named information to [a person or entity], who was not entitled to receive it; and 

(5) That, under the circumstances, the conduct of the accused was to the prejudice of good order 
and discipline in the armed forces and was of a nature to bring discredit upon the armed forces. 

Authority : 18 U.S.C. § 793(e). Ninth Circuit: United States v. Lee, 589 F.2d 980 (9th Cir. 
1979); Military Judges Benchbook, DA Pam 27-9. 

Similarly, to find the accused guilty of this offense with regards to Specification 15, you must be 
convinced by legal and competent evidence beyond a reasonable doubt of the following five (5) 
elements: 

(1) That the accused did, at or near Contingency Operating Station Hammer, Iraq, between on or 
about 15 February 2010 and on or about 15 March 2010, have unauthorized possession of (or 
control over or access to) information; 

(2) That the information was relating to the national defense, to wit: a classified record produced 
by a United States Army intelligence organization, dated 18 March 2008; 

(3) That the accused knew or had a reason to believe that the named information could be used 
to the injury of the United States or to the advantage of any foreign nation; 

(4) That the accused willfully communicated (or delivered or transmitted or caused to be 
communicated, delivered or transmitted or attempted to communicate, deliver or transmit) the 
named information to [a person or entity], who was not entitled to receive it; and 

(5) That, under the circumstances, the conduct of the accused was to the prejudice of good order 
and discipline in the armed forces and was of a nature to bring discredit upon the armed forces. 

Authority : 18 U.S.C. § 793(e). Ninth Circuit: United States v. Lee, 589 F.2d 980 (9th Cir. 
1979); Military Judges Benchbook, DA Pam 27-9. 

Court definitions 
(1) Possession 

The first element of the offense that the government must prove beyond a reasonable doubt is 
that the accused had unauthorized possession of {or control over or access to) the charged 
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information. 

The word "possession" is a commonly used and commonly understood word. It means the act of 
having or holding property or the detention of property in one's power or command. Possession 
may mean actual physical possession or constructive possession. A person has constructive 
possession of something if he knows where it is and can get it any time he wants, or otherwise 
can exercise control over it. 

A person has "unauthorized" possession of something if he is not entitled to have it. 

If you find that the accused's possession of (or control over or access to) the charged information 
was not unauthorized, you must find the accused not guilty. 

Authority : Fifth Circuit: United States v. Sink, 586 F.2d 1041 (5th Cir. 1978), cert, denied, 443 
U.S. 912 (1979). Tenth Circuit: United States v. Zink, 612 F.2d 511 (10th Cir. 1980). 

(2) Information Related to National Defense: 

The second element that the government must prove beyond a reasonable doubt is that the 
charged information is related to the national defense of the United States. 

You must determine whether the charged information is directly and reasonably connected with 
the national defense. The term "national defense" is a broad term which refers to United States 
military and naval establishments and to all related activities of national preparedness. 
However, only information of the type which, if disclosed, could threaten the national security of 
the United States meets the definition of information "related to the national defense" for the 
purpose of this section. The connection must not be a strained one or an arbitrary one. The 
relationship must be reasonable and direct. Further, the type of harm that disclosure of the 
information is likely to cause must be endangerment to the environment of physical security 
which a functioning democracy requires. Finally, the Government must prove beyond a 
reasonable doubt that disclosure of the information would be likely to cause imminent serious 
injury to the United States. If the disclosure of this information does not pose this threat of 
imminent serious injury to the United States, then it is not information relating to the national 
defense. 

Additionally, the Government must prove beyond a reasonable doubt that the Government 
closely held the information and that the accused knew the information was closely held. To do 
this, the Government must prove at least two things: (1) that the information was classified and 
(2) that the information was not otherwise available to the public. If, however, the information is 
lawfully accessible to anyone willing to take pains to find, to sift, and to collate it, you may not 
find the accused guilty of espionage under this section. Only information relating to our national 
defense which is not available to the public at the time of the claimed violation falls within the 
prohibition of this section. 
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If you find that the charged information is not related to the national defense of the United States, 
you must find the accused not guilty. 

Authority: United States Supreme Court: New York Times Co. v. United States, 403 U.S. 713 
(1971) (Brennan, J., concurring); Gorin v. United States, 312 U.S. 19 (1941). Second Circuit: 
United States v. Soblen, 301 F.2d 236 (2d Cir. 1962). Fourth Circuit: United States v. Morison, 
844 F.2d 1057 (4th Cir. 1988); United States v. Dedeyan, 584 F.2d 36 (4th Cir. 1978); United 
States v. Rosen, 445 F. Supp. 2d 602 (E.D. Va. 2006). 

(3) Information Could Be Used To Injury of the United States 

The next element of the offense that the government must establish beyond a reasonable doubt is 
that the accused had reason to believe that the charged information could be used to the injury of 
the United States or to the advantage of any foreign nation. 

"Reason to believe" means that the accused knew facts from which he concluded or reasonably 
should have concluded that the charged information could be used for the prohibited purposes. 
In considering whether or not the accused had reason to believe that the charged information 
could be used to the injury of the United States, or to the advantage of any foreign nation, you 
may consider the nature of the information involved. 

Additionally, the likelihood of the information being used to the injury of the United States or to 
the advantage of any foreign nation must not be too remote, hypothetical, speculative, far-fetched 
or fanciful. Rather, the information must pose a legitimate danger of being used to the injury of 
the United States or to the advantage of any foreign nation, such that an accused knew or should 
have known about the information's capability to be used in this manner. 

If you find that the accused did not have a reason to believe that the charged information could 
be used to the injury of the United States or to the advantage of any foreign nation, you must find 
the accused not guilty. 

Authority: United States Supreme Court: Gorin v. United States, 312 U.S. 19 (1941). Fourth 
Circuit: United States v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980). Ninth Circuit: United 
States v. Lee, 589 F.2d 980 (9th Cir. 1979). 

(4) Willfully Delivered Information to Person Not Entitled To Receive It 

The next element of the offense that the government must establish beyond a reasonable doubt is 
that the accused willfully communicated {or delivered or transmitted or caused to be 
communicated, delivered, or transmitted or attempted to communicate, deliver, or transmit) the 
charged information to a [person or entity], who was not entitled to receive it. 

In deciding whether the [person or entity] who received the charged information at issue was 
entitled to have it, you may consider all the evidence introduced at trial, including any evidence 
concerning the classification status of the document or testimony concerning limitations on 
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access to the document. 

An act is done willfully if it is done voluntarily and intentionally and with the specific intent to 
do something the law forbids, that is to say, with a bad purpose either to disobey or disregard the 
law. 

If you find that the accused's did not willfully communicated (or delivered or transmitted or 
caused to be communicated, delivered, or transmitted or attempted to communicate, deliver, or 
transmit) the charged information to a [person or entity], who was not entitled to receive it, you 
must find the accused not guilty. 

Authority: Fourth Circuit: United States v. Morison, 844 F.2d 1057 (4th Cir. 1988). Ninth 
Circuit: United States v. Lee, 589 F.2d 980 (9th Cir. 1979). 


(5) Pre judicial to Good Order and Discipline and Service Discrediting Conduct 

The final element of the offense which the government must establish beyond a reasonable doubt 
is that the accused's conduct was prejudicial to good order and discipline and of a nature to bring 
discredit upon the armed forces. 

"Conduct prejudicial to good order and discipline" is conduct which causes a reasonable direct 
and obvious injury to good order and discipline. "Service discrediting conduct" is conduct 
which tends to harm the reputation of the service or lower it in public esteem. 

If you find that the accused's conduct was not prejudicial to good order and discipline and/or was 
not of a nature to bring discredit upon the armed forces, you must find the accused not guilty. 

Authority: Military Judges' Benchbook - notes under Article 134 

2. The Defense respectfully requests the above instructions and definitions be given by the 
Court. 

Respectfully submitted, 


DAVID EDWARD COOMBS 
Civilian Defense Counsel 
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